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State-provided email/messaging systems are available, when appropriate, for
authorized users to accomplish their job responsibilities.

The State offers employees access to its communications networks for business
purposes. Limited personal usage is permitted if it does not 1) Interfere with work
duties; 2) Consume significant resources, 3) Constitute any use prohibited by this policy,
4) Interfere with the activities of others, 5) Put the State network and systems at risk or,
6) Violate State policies.

Records Management Services, part of the Department of Treasury's Division of
Revenue and Enterprise Services, directs the proper retention and destruction of State
records. Agencies must follow Records Management’s rules on preservation of
electronic communications. State agencies shall adhere to any applicable law or
regulation governing electronic communications and preserve records when there is a
reasonable anticipation that producing them may be required as part of future or
pending litigation.

Departments and Agencies are responsible for proper handling of email/messages
received from outside of the State network and for ensuring that agency staff receives
training on safe procedures for handling of email and attachments from outside
sources. Non-network messages pose a risk to State computers and networked systems
because of the possibility that they carry viruses and malware. In general, Agency CIOs,
or designees, should instruct users not to open emails from unfamiliar senders or emails
that appear suspicious, and inform users that they should not click on links or open
attachments in email sent from outside state systems or via forwarded email. Agency
CIOs, or designees, should identify all users whose work requires them to open emails
and/or attachments or links from senders of unknown reliability, and provide these
employees with appropriate safeguards and training to mitigate risks. For more
information about safe email handing, Agency CIOs, or designees, should consult the
New Jersey Cybersecurity and Communications Integration Cell (www.cyber.nj.gov).

Agency CIOs, or designees, should caution users about accessing personal email
accounts (i.e., Google G-mail, Yahoo, etc.) via State computers due to the potential risks
posed by malware and viruses. For more information about mitigating the risk of
personal account usage, Agency CIOs, or designees, should consult the New Jersey
Cybersecurity and Communications Integration Cell (www.cyber.nj.gov).

Agencies shall develop and implement policies requiring encryption of email
transmissions of confidential, proprietary and/or sensitive information. Each agency,
relying primarily on applicable laws and regulations, should create policies that define
what information handled by the agency is confidential, proprietary and/or sensitive.

Examples of confidential, proprietary and/or sensitive information include, but are not
limited to, medical records and health information, tax records, Social Security
numbers, non-public details of confidential investigations, business records that include
proprietary data, critical infrastructure information, and any data deemed private by
law and regulation.

System administrators and/or respective system owners shall ensure that messages and
data sent via any State-provided email/messaging system include a disclaimer regarding
accidental transmission to an unintended third party. The standard disclaimer language
should be one of the following, 1) State of New Jersey or 2) agency specific:

CONFIDENTIALITY NOTICE: This email message and all attachments transmitted
with it may contain State of New Jersey legally privileged and confidential
information intended solely for the use of the addressee only. If the reader of this
message is not the intended recipient, you are hereby notified that any reading,
dissemination, distribution, copying, or other use of this message or its attachment
is prohibited. If you have received this message in error, please notify the sender
immediately and delete this message.

CONFIDENTIALITY NOTICE: The information contained in this communication from
the (Insert Your Agency's Name) is privileged and confidential and is intended for
the sole use of the persons or entities who are the addressees. If you are not an
intended recipient of this email, the dissemination, distribution, copying or use of the
information it contains is strictly prohibited. If you have received this
communication in error, please immediately contact the (Insert Your Agency's
Name) at (XXX) XXX-XXXX to arrange for the return of this information.

Nothing in this policy, and in subsequent standards, including those issued by State
Departments or Agencies to implement this policy, shall be construed to waive any
claim of privilege or confidentiality for the contents of electronic mail available to the
state, or to require public disclosure of electronic communications.

http://www.state.nj.us/ethics/docs/ethics/plainlanguage.pdf.
http://www.state.nj.us
/ethics/statutes/conflicts/.

http://www.state.nj.us/ethics /statutes/guide/.
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