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DEFINITIONS 

Please refer to the Statewide Policy Glossary at http://www.nj.gov/it/ps/glossary/. 

POLICY 

The following requirements provide a policy for managing a firewall connected to the 

State of New Jersey's networks: 

5.1.1 

5.1.2 

5.1.3 

5.1.4 

5.1.5 

5.1.6 

5.1.7 

5.1.8 

5.1.9 

A baseline firewall configuration shall be created for each firewall. Changes to 

the firewall device's hardware, software, or operating environment as well as 

any modification to the rule base shall be documented in accordance with 

14-09-NJOIT 768 - Change Management Policy. Firewall configuration

changes shall be backed up and secure copies maintained.

Firewall rule submissions and configuration changes are to be scheduled. The 

OIT schedule for submission is 3 p.m. on Friday and, for configuration changes, 

the following Wednesday. 

Emergency firewall rules must be approved by the Deputy CTO for Oil's 

Infrastructure Support Services and the Manager for Oil's Statewide Office of 

Information Security (SOIS). 

Agencies are to identify personnel who are authorized to submit firewall rules 

on the agency's behalf and provide a list to the manager of Oil's SOIS. 

Firewall rules are to be reviewed yearly and removed if no longer required. 

All State firewalls shall be configured to "deny by default" and block all traffic 

that has not been expressly permitted by firewall policy. 

All State firewall policies should be based on source and destination as well as 

content and sensitivity of the traffic. A standard configuration will be 

developed and implemented under the direction of the State's Information 

Security Officer. 

Traffic inbound to the State's networks containing ICMP (Internet Control 

Message Protocol) traffic will be blocked at the perimeter. 

IPsec or SSL Virtual Private Networks (VPN's) should be used to authenticate 

users by firewalls utilizing an identity policy. 

5.1.10 An explanation of each rule should be included with its rule base entry. 
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6.1.3 The Statewide Cyber Security Threat Mitigation Committee (CSTMC) will 

approve, publish, and update the security standards under the guidance of the 

State's Information Security Officer. 
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ENFORCEMENT 

Any firewall Authorized User found to have violated this policy may be subject to 

disciplinary action by the appropriate department or agency, and loss of firewall 

management privileges. IN ADDITION, VIOLATORS MAY BE SUBJECT TO CRIMINAL 

PROSECUTION, CIVIL LIABILITY, OR BOTH FOR UNLAWFUL USE OF ANY ACCESS. 

EXCEPTIONS AND NON-COMPLIANCE 

Departments and Agencies shall comply with this policy within 90 days of its effective 

date. 

Requests for exceptions for non-compliance with this policy shall be processed in 

accordance with Statewide IT Circular 08-02-NJOIT. 111 -Information Security Managing 
Exceptions. 
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