Policy No. 320

Supersedes: No. 320
Dated: 12-3-2014

page 1 of 6

DEPARTMENT OF TRANSPORTATION

POLICY/PROCEDURE < %
SUBIJECT: Effective Date: Commissioner Apprqva 7 ’ Q/zéjr
NETWORK SECURITY ACCESS Sponsor Approval: as, Director Information Technology
3/1
AND USE /15 Contact Telephone #609-530-8192
—
.  PURPOSE

Iv.

To outline the policy of the NJDOT on the appropriate use, necessary restrictions, and
responsibilities of State-provided:

Network Connections
Internet Access & Use

AUTHORITY

As designated by the Office of the Chief Information Officer, State of New Jersey, under the
authority of State of New Jersey P.L. 2007.C.56.

State of New Jersey IT Circular No. 12-02-NJOIT Title: 132-Portable Computing Use and
Temporary Worksite Assignment Policy.

State of New Jersey IT Circular No. 11-01-NJOIT Title: 179-Remote Access Policy.

State of New Jersey IT Circular No. 14-30-NJOIT Title: Acceptable Internet Usage

The NJDOT Division of Information Technology reserves the right to change or amend this policy to
comply with changes in NJOIT, Federal or other agency policies.

SCOPE

This policy applies to all NJDOT employees and system users whether authorized or unauthorized
who access and use the Network/Internet, and encompasses all decisions and activities affecting or
affected by access or use of the Network/Internet by agency employees and system users whether
authorized or unauthorized. The policies set forth in this document are limited and qualified by the
Federal Wire Tap Act, 18 U.S.C. §2710 et seq., and the New Jersey Wiretap Act, N.J.S.A.
2A:156A-1 et seq.

POLICY

It is the policy of the NJDOT to encourage the use of the Network or Internet by its employees for
business related purpose only. When the Network or Internet is used appropriately it is a cost
effective, timely, and efficient tool for assisting employees with meeting the Department's program
goals. As such, each employee is responsible to comply with various Statewide Policies on
Network and Internet use incorporated herein. The Department's Policy expressly prohibits use of
the Network or Internet system for purposes that would be illegal, or not business related.


http://www.state.nj.us/it/ps/security/index.html
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V. DEFINITIONS AND/OR SHORT TERMS

A Management - Anyone on the Staff Deputization Summary in “Delegations of Authority”
Policy 1.100, Addendum B, and/or other primary level supervisor (i.e. Project Engineer,
Squad Leader, and Chief of Survey Party).

B. Other Supervisory Personnel -Other employees who sign time reports and complete
Performance Assessment Review (“PAR”) forms as part of their job descriptions.

C. Access — As a verb, to gain the ability to view and read the contents of a computer and/or
maintained file.

D. Disclose — To expose a computer-generated and/or maintained file to the attention of
someone other than the originator or original recipient.

E. DOTNET - The infrastructure comprising the Department’s electronic data and messaging
network including hardware, software and connectivity

F; Internet — The vast collection of inter-connected networks that all use the TCP/IP protocol.

G. Network — Servers and telecommunication lines that store, use and share information.

H. Internet Service Provider (ISP) — An entity that provides access to the Internet.

L. Network/Internet Access — Network infrastructure and services that allow for a
Communications path between individual network nodes and the State ISP.

J. Monitor — As a verb, to check, observe, test, track, log or watch, whether by computer
program or human perception.

K. NJDOT Owned Equipment — Any computing, network or electronic data equipment
purchased, configured or maintained by NJDOT or the Office of Information Technology.

L. Websense — A monitoring tool that filters web sites individually or by category and provides
email security.

M Personal Devices — Any non-DOT supplied hardware lacking the required authorization
from the IT Division including but not limited to: cell phones, personal computing devices,
external storage drives, or any other device connected to any port or network cable.

VI. MONITORING

State-provided Internet use is monitored. Internet usage reports may be generated and provided to
management for review. Any significant unauthorized misuse discovered must be reported for
possible disciplinary action. The Department allows minimal incidental personal use of its internet/e-
mail system through Websense on authorized NJDOT owned equipment only.

Authorized systems administrators, during the course of system maintenance and/or normal
operations, shall report any unauthorized use or breaches of security discovered to the appropriate
personnel. Any devices including personal devices connected to the Department Network may be
seized or impounded only by or at the direction of the NJDOT Inspector General, local, State, or
Federal law enforcement agency, or the State Office of Information Security (SOIS).



Policy No. 320

SUBJECT Page 3 of 6
NETWORK SECURITY ACCESS AND USE

Approval to access or disclose Network/Internet Use (excluding email, refer to Policy No. 319) is
hereby granted by the Commissioner to the members of Senior Leadership or their designees for
any legitimate purpose, including but not limited to the following circumstances:

A. To counsel, for the purpose of representing the Department’s interests in any actual or
anticipated civil, administrative, or other action in which the Department is or may become a
plaintiff or a defendant;

B. To the NJDOT Office of the Inspector General, for the purpose of:

1. conducting an internal investigation in accordance with Policy 200, “Request for, and
Conduct of, Investigative Services;”

2. directing Departmental compliance with an external criminal, civil, regulatory, or other
investigation ;

3. conducting an internal audit in accordance with the Internal Audit Plan or as otherwise
directed by the Commissioner;

4. coordinating an internal audit or performance review either conducted by NJDOT OIG
Internal Audit or an external audit being coordinated by NJDOT OIG Internal Audit in
accordance with Policy 237, “External Audits — Initiation, Control & Response;”

VIL. HOW TO CORRECTLY ACCESS THE NJDOT NETWORK

Department employees and other explicitly authorized users may only access the network by using
approved services and equipment.

A. Authorized Internet Service Providers (ISP)

Employees must use the State’s Internet Service Provider (ISP) which is accessed solely
through DOTNET. Employees are prohibited from using other ISPs on NJDOT owned
equipment. There may be exceptions made to this policy if special requirements exist.
Exceptions must be requested in writing to the Division of Information Technology for approval.

B. Filtering Software and Exceptions

DOTNET uses Websense software to filter websites and to block inappropriate sites.
Exceptions to Websense rules can be provided to employees for business related sites or
categories on an individual basis with the approval of a Division director or above. To request
an exception an approved IT-16 form must be submitted to the Director of Information
Technology. The requesting manager must advise IT when an employee no longer requires
the requested exception.
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VIII.

C. Permissible Users

Only NJDOT employees, NJDOT counsel, and other explicitly authorized persons may use
NJDOT owned equipment.

Permissible Equipment

Employees may not use non-NJDOT owned equipment on the network without prior approval

from The Director, Information Technology or designee. Exceptions must be requested in
writing to the Division of Information Technology for approval. Equipment includes, but is not

limited to, portable devices, memory cards, thumb or USB drives, phones, wi-fi enabled
devices, external hard drives or other devices that contain or transmit data.

E. Revocation of Network Access

1

Revocation for Cause

Access may be revoked by a Manager or higher if an employee or person(s) abuses the
Network/Internet system as stated herein. Access may be suspended: permanently revoked
and/or disciplinary action may be taken.

Revocation Pending Investigation

Access may be revoked at the direction of NJDOT OIG pending the outcome of an internal
or external investigation.

Revocation Upon Separation
Access to DOTNET will be revoked upon employee separation from the Department. Unit

management is responsible for forwarding a completing an IT-9 form to idreqg@dot.nj.qov
for all separated employees.

PERMISSIBLE NETWORK/INTERNET USE

The NJDOT promotes the use of the Internet by its employees to improve their productivity.
Examples of acceptable network/internet use include but are not limited to:

Research related to the employee’s State job duties;

Obtaining technical documentsffiles to perform job functions;

Accessing vendor sites to conduct State business, such as purchasing office supplies;
Communication with outside agencies;

Providing information to public and private entities as approved by management through the
use of approved State of NJ software.

The nature of the Internet itself is non-restrictive; therefore, employees have the opportunity to
misuse the Internet. It is easy for employees to become engaged in browsing the web and spend
time on non-business related activities. This is the most common misuse of the Internet by

employees. All employees must be mindful of their job responsibilities and only use the Internet to
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help them do their jobs with their management's approval. As noted above, limited incidental use is
permitted.

Websense provides a time quota for non-business related activities, but limits sites to those
deemed appropriate. Among others, sites related to sports, and games are considered
inappropriate.

RESPONSIBILITIES

A. Human Resources

Ensure that all DOT employees are provided with the mandatory policy within 30 days of
employment, and employee acknowledgement is implemented on a yearly basis.

B. Manager or Other Supervisory Personnel

Ensure staff adherence to this Network Security Access and Use Policy. Report any violations
constituting major offenses to NJDOT OIG, as required by Policy 200, “Request for Investigative
Services.”

Distribute the policy to all vendors. Obtain written or e-mail confirmation of receipt of this policy.
Actively educate employees on the proper use of the Network/Internet.
Distribute and establish internal controls to enforce the NJDOT Network/Internet Policy.

Upon finding that a reasonable basis exists of unauthorized employee Internet use, may
request an Internet Usage report or other relevant data report from the Director of IT with
concurrence from an Assistant Commissioner and equivalent or above, or designee. If, during
monitoring, the Division of IT is made aware of any form of abuse or violations, Human
Resources management and/or the Inspector General's office will be notified.

Revoke access, or refer for disciplinary action if an employee or person(s) abuses the
Network/Internet system as stated herein.

To request an exception an approved IT-16 form must be submitted to the Director of
Information Technology. The requesting manager must advise IT when an employee no longer
requires the requested exception.

C. Director, IT or designee

Upon a request for Network/Internet usage by a member of Management with the concurrence
of an Assistant Commissioner and equivalent or above or designee, Human Resources, Office
of the Inspector General, OIT or any other legal entity, provides IT Internet Stats report that
details employee's Internet usage. Any illegal or pornographic finding will be reported to the
Office of the Inspector General.
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D. Employee
Users of the NJDOT provided Network/Internet service must comply with this policy.
Users must comply with the Network Security Access and Use guidelines as stated herein.

Users must review and acknowledge that they have read the Network Security Access and Use
policy.

Users of the Network/Internet service must be aware that abuse of the Internet service and
related policies may result in disciplinary action based on monitoring information.

E. Director, Human Resources
Discipline employees for violation of this policy. Discipline may include counseling, written
reprimand entry into the personnel file, suspension or revocation of use as referenced in
Department Policy 532.
More severe action may be taken depending on the type of misuse. Discipline may include:
Official reprimand
Suspension
Fine
Demotion
Removal and/or revocation of Internet use
F. Division of Information Technology
Provide and maintain Internet Access.
Install and maintain monitoring tools.
Monitor routinely or when requested by a member of Management with the concurrence of an
Assistant Commissioner and equivalent or above or designee, Human Resources, Office of the
Inspector General, OIT or any other legal entity.
Assist with investigations as required.

G. Office of the Inspector General

Investigate reported incidents where appropriate in accordance with NJDOT OIG Administrative
Directive and Policies.

Where appropriate, authorize an internal review of an employee’s Department server use.

Where appropriate, direct the suspension of access and use during and/or after investigation for
the purpose of preserving evidence of an administrative, civil, or criminal investigation.



